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Abstract

Image forensic analysis for the detection of contrast and other based processing, usually relies on the study of first-order statistics
derived from Image histogram. Methods based on such an approach, though, are easily cr adopting sof attacks. To
‘overcome such a problem, we propose a novel forensic technique based on the study of second-order statistics derived from the co-occurrence matrie The
experiments we carred out demonstrate that the ch y effectiv in the p of counter-forensic attacks, while It retains the
good performance of histogram-based methods when no attack Is present.
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Image foransic analysis for the datection of contrast and other histogram-based processing, usually relies on the study of first-arder
statistics derived from image histogram. Mathods based on such an approach, though, are easily circunvented by adopting some counter-foransic
attacks. To avercome such a problem, we propase a novel forensic technique based on the study of scond-order statistics derived from the co-
occurrence matrix The experiments w carried out demanstrate that the propased approach is very effective even in the presence of counter-forensic

attacks, while it retains the good parformance of histogram-based mathods when na attack is prasent. (€ 1994-2012 IEEE
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